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Abstract 

The division of concerns layout goals increase software reutilization; recognize functionality, scalability and maintainability. By 

means of using the OO (object orientated) concept, it is not always manageable to individual into independent modules the distinct 

and application. The end result is that the source code of crosscutting concerns are tangled and scattered throughout the complete 

application. Aspect-orientated programming gives a better stage of modularity, imparting an answer for the code tangling and 

scattering trouble. 

An application safety has two number one wants: first, it's intended to disallow unauthorised personnel from getting access to 

statistics at better classification than their authorisation. Second, it's far intended to disallow employees from declassifying facts. 

The use of an object oriented method to enforcing application protection results not most effective with the trouble of code 

scattering and code tangling, however also results in weaker enforcement of protection. This weaker enforcement of security can 

be because of the inherent layout of the machine or due to programming bugs. Element orientated Programming (AOP) enhances 

Object orientated Programming (OOP) by way of supplying another manner of thinking about software structure. The key unit of 

modularity in OOP is the class, whereas in AOP the unit of modularity is the component. The purpose of the paper is to present 

that component orientated Programming Aspect J included with Spring AOP presents very powerful mechanisms for more potent 

enforcement of safety. Aspect orientated programming (AOP) permits weaving a safety factor into software offering extra safety 

capability or producing whole new security mechanisms. 
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1. Introduction 

Designing modular structures is fundamental for organizing 

software program difficulty and improving its reusability, 

understands ability, scalability and maintainability [1]. At the 

developing section, the programming language materials 

approach to work received modularization. The few numbers 

of general features of OOP (object oriented programming) 

language utilized to help the modularization of applications 

that are abstraction are methods, namespace, classes, interface 

and annotations. That consists of few modularization 

approaches, these not helps to the OOP languages, and each 

supplies a large level of abstraction, example are, application 

framework, system components, architectural patterns and 

design pattern 

The software concern is states as various number of function 

and non-functional necessity to software that necessity known 

as software concern [2]. The SoC (Separation of Concerns) 

design concept is main objectives the partitioning a software 

in to some modules, thus are each and every module addresses 

a separate concern [2]. 

Spring represents a transparent and greater effective for 

writing custom factors the usage of both a schema-primarily 

based framework and the @Aspect J annotation style. both of 

these styles provide whole typed assist and utilized of the 

Aspect J point reduce language, at the same time as hush the 

use of Spring AOP for building. The spring frameworks helps 

@AspectJ based AOP and schema [3]. The Spring AOP 

remnant completely backwards suitable with Spring AOP and 

the smaller level AOP allows furnished through the spring 

API of earlier version.  The AOP concept is utilized in the 

Spring Framework to the following functions 

  Supplies discursive industry services particularly as a 

restoration for EJB discursive services. 

  Allow users to developing custom aspects, accompany 

utilized of AOP and OOP. 

 

The AOP stands for Aspects Oriented Programming. AOP id 

is better user for the feature [4]. The AOP are innovation as a 

method for enhancing concerns partition in S/W system and 

for aided cross-cutting work without modifying the business 

logic of the S/W AOP without modifying the business code of 

the S/W. The AOP supplies particular language approach that 

form it probably to address concerns, thus as security, in a 

modular directions. The AOP instruments and language can be 

enabling for the runtime or compile time. In that ways, the 

security problem in S/W system can be finding. 

Several concerns cannot be straight forwarding modularized in 

OOP language because these languages have no longer 

enough articulation to develop them in not dependent 

modules. In that case, the establishment of those issues cut 

across more than one abstraction in software. For that reason, 

these issues are stated to be crosscutting [5]. 
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Fig 1: Distribution of concems in Apache Tomcat implementation 

(a) Distribution of XML parsing (b) Distribution of logging 

 
The Fig. 1 demonstrates actual example. The diagram 

represents the modularization of the Apache Tomcat 

application server execution [6]. The vertical bar shows one 

execution module, and its length is related to the variety of 

lines of code. The left aspect fig.1 indicates in crimson the 

strains of code these cover is XML files parsing. Those are 

seen how that overall performance is positioned in only one 

module. The proper facet of fig.1 denoted the supply code 

diffusion of the logging cover. These are cross-cutting concern 

example: Its source code is does no longer area in an identity 

module (code scattering), and every module, concerning code 

tangling and XML parsing. Those code scattering and tangling 

hassle indicated that the developing-stage modularization isn't 

always appropriate, ruled to reusability; apprehend ability and 

maintainability restrict [4].  

Net browsers are attractive the separate stop for every person 

execution essential related to facts access, non-public 

communication, workplace works, and e-trade. These days net 

software consists of the sector of information and code, 

offering better carrier via internet browsers and conflicting 

these of computing device computers. The Browsers have 

concession to create digital or tough documents or 

components of the challenge for personal or lecture room 

application is thought without charge substances that 

documents are made or sharing for industrial or earnings 

advantages and those documents undergo this have a look at 

and absolutely point out on the first web page. To replicate 

otherwise, to republish, to publish on servers or to redistribute 

to lists, calls for previous particular permission and/or a price. 

Web browsers and conflicting these of desktop PCs. The 

Browsers have concession to create digital or hard files or 

components of but, in not like to PCs that make use of multi-

person running systems for useful resource distributing, 

safety, and arrangement, these day’s browsers do not employ 

any working system abstractions, however provide just a 

confined all-or-nothing accept as true with version and safety 

abstractions appropriate best for a only one-primary device: 

There is either no believe throughout principals via entire 

isolation or full agree with via incorporating third party code 

as libraries. Therefore, net programmers are forced to make 

exchange-offs between protection and capability, and 

oftentimes sacrifices protection for capability.   

 

 

2. Methods Study 

In this section study on recent some methods of Study about 

various latest attacks and vulnerabilities to the web application 

and implementation of major concerns using new paradigm. 

The methods studied are from 2007, 2012 and 2013.  

Jonas Magazinius et al. (2010), in [8], Authors refers the safety 

lattice-based totally technique to mash up safety, in which 

beginning of different factors of the mash up used the stages 

in safety of lattice. Type lets in the managed records free 

during the factors. They formalize a conception of blended 

delimited deliver policy and supplied assumptions of the 

practical (static in addition to runtime) enforcement of mash 

up statistics flow safety regulations inside the internet 

browser.  

Kotrappa Sirbi et al. (2010), In [9], the author objective of 

paper is represents that Aspect orientated Programming 

Aspect J blended with a Spring AOP provided very powerful 

mechanism for the more enforcement of a safety. Aspect 

orientated programming (AOP) allows in weaving the safety 

aspect into the software providing the extra protection 

functionality or introducing absolutely new protection 

mechanism. Implementation of the security with AOP is a 

flexible technique to expand individuated, extensible and 

reusable slice of code known as aspects .on this comparative 

analysis of paper, they argue the Spring AOP provided more 

enforcement of safety than Aspect J. they have proven the 

each Spring AOP and Aspect J attempt to deliver a 

comprehensive AOP solution and supplements to every 

different. 

Nicolai kuntze et al. (2005), In [11], this paper authors presents 

a way of securing a device with none expertise of the system 

supply code. The safety module adds to the latest framework 

validation and authorisation in view of perspective situated 

programming and the freedom union structure, a forthcoming 

industry well known giving single sign on. In an underlying 

preparing level the module is adjusted to the software that's to 

be secured. Similarly the usage of apparatus tokens and 

proactive figuring is illustrated. The high modularisation is 

completed via usage of Aspect J, a programming dialect 

augmentation of Java. 

Wouter De Borger et al. (2010), In [16], they've described and 

prototyped a run-time policy enforcement model depends 

totally on execution history to support applications from 

untrusted factors. The dynamic environment of the way has 

the gain that up to date run-time data allows greater correct 

choice making. They construct a prototype for Aspect J and 

demonstrate its use in a realistic example. Their evaluation 

suggests that practical use of this sort of solution is viable and 

that run-time overhead can be limited.         

Brett Cannon et al. (2009), In [17], this paper author presents an 

aspect -oriented mechanism, to execute the precept of Least 

Prerogative on desktop clients. This attempt to assist to 

depend that illegitimate get authority is blocked and valid 

resource get right of entry to be permitted. They try to discuss 

a case examine applying his method on desktop applications 

Such as a Web browser and an RSS feed aggregator. 

Abhijit Sanyal et al. (2011), In [21], have proposed a graph-

primarily based aspect - oriented conceptual information  
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model, `Semantic Graph statistics model' (SGDM), for 

internet based software. This not simplest gives a pictorial 

view with higher recognize potential but additionally gives the 

procedure for representing the semantic sources. SGDM 

present that during a structured way with reasoning via 

element orientation. The proposed model is helps to the 

automatic domain version development for same business 

troubles by using effective domain-knowledge reuse. The 

SGDM supports the object-oriented paradigm and additionally 

flexible to showing the semi- structured as well as hypertext 

records via a multi layered graph structure. The Product 

precise model (PSM) SQL: 2003 implementation of our 

proposed model SGDM is being carried out via GME device. 

Deivamani Mallayya et al. (2011), In [22], the distinctive 

procedures of web service a composition that is advanced by 

means of the researcher; aspect orientated net provider 

Composition (AOWSC) is the most formal way of 

composition. Composition is a set of equal candidate internet 

provider, synchronously tied up with each other, introduced to 

the requestor at run time based on the provider request. In par 

with aspect orientation, the candidate internet services are 

advanced as factors, runtime decided on at run time this is 

primarily based on the carrier request, composed via a 

weaving mechanism and consequently handle composition. 

The weaving mechanism is the coronary heart of AOWSC, 

because it specifies the order in that candidate internet 

provider needs to be synchronously suggests with recognize to 

any other. 

Rosario Giunta et al. (2012), Writer proposed use of aspect - 

orientation to control QoS on top of the existing net server, 

Jigsaw. They show how the component-primarily based 

structure may be effective for the offering the net server with 

different enhancements when processing incoming request. 

QoS parameters have been managed through associating 

requests with privileged and by establishing into the internet 

server take a look at on resource-utilization and procedure to 

execute. Suggested components are linked to the bring 

together-time to present lessons, subsequently maintaining the 

QoS implementing code distinct from the internet server 

modules. 

Sumaira S. Minhas et al. (2012), In [24], they proposed multi-

dimensional frameworks to calculate the existing mash up 

tools and platforms. The main good judgment for computation 

of the have a look at to art of mashes up development via the 

consumer attitude and its principal the efforts of criteria to 

calculate the research guidelines in researches. The concept of 

calculations of mash up developments tools are tackled by 

means of the one of a kind procedures in beyond. In this study 

the author try to synthesize extra features concerning the mash 

up development and evaluation of its area examine with the 

previously not noted factors. This is assisting for capturing the 

user’s requirements and consumer dreams. This have a look at 

additionally includes platforms which have no longer yet been 

protected with the aid of previous assessment studies. 

The framework offered on this analysis a look at may be used 

as a guiding principle to inform future layout of mash up 

development environments for both instructional and business 

studies. The outcomes of the study reinforce the need of a 

more user-oriented approach to deal with the inherent hassle 

of end-user mash up programming. They have a look at 

concludes with the inspiration of use of desires as a guiding 

mechanism to derive the mash up programs. 

Donggyu Kwak et al. (2012), In [25], they acquaint another 

strategy with enlarge BPEL with new capacities utilizing 

aspect oriented programming by introducing JWX and 

JWX4BPEL. JWX is an archive to portray extra capacities, 

and JWX4BPEL weaves them with BPEL so as to apply new 

capacities to BPEL utilizing aspect- oriented programming. 

JWX4BPEL creates another work process with the extra 

capacities without adjusting the first BPEL archive. We 

additionally demonstrate an application case of JWX4BPEL, 

an instalment framework, in which rules for new prerequisites 

are connected to prior employing data. Accordingly, it is 

conceivable to give demonstrating administrations utilizing 

rules and to build reusability of archives. 

Helen J. Wang et al. (2007), In [27], they address this lack with 

the aid of distinguishing and outlining the missing reflections 

necessary for a program based totally more than one-primary 

level. We’ve got composed our reflections to be in opposite 

properly and results easily adoptable. We have built a version 

framework that acknowledges the more a part of our 

reflections and their associated properties. Our evaluation 

demonstrates that our deliberations make it easy to 

manufacture greater comfortable and hearty consumer aspect 

internet mash ups and may be effortlessly done with 

immaterial execution overhead. 

Faisal Anwer et al. (2013), In [27], they advocate a safety and 

security architecture by the use of factor orientated 

Programming (AOP) technique and transactional memory 

(TM) concept without making any adjustments to the 

development language. 

 

3. Comparative study 

In this section we are presenting the tabular form analysis of 

methods studied in above section of this paper with their 

advantages and disadvantages. 

 
Table 1 

 

Paper Title Methodology Advantages Disadvantages 

Aspect-Oriented 

Programming to 
Improve Modularity of 

Object-Oriented 

Applications. 

Aspect-oriented programming, 

modularity, crosscutting 

concerns, AspectJ, separation of 
concerns. 

Aspect-oriented programming provides a 

mechanism to improve the modularization of 
object-oriented applications. It avoids the 

code tangling and scattering problems caused 

by crosscutting concerns. 

Any another study cannot be directly modularized in classic 

object-oriented languages because those languages have not 

adequate expressiveness to present them in not dependent 
modules. 

Using Aspect Program

ming to Secure Web 
Applications. 

Aspect oriented programming, 

security, SQL injection, cross 

site scripting, design of web 
applications, reuse of aspect, 

dynamic weaving. 

Aspect Oriented   Programming   (AOP)   is   

a   good candidate for this feature 

Every   time   the pplication issues a database call, 
 the query  is validated to   prevent   unexpected   queries   to   

execute,   avoiding “always true” conditions and the use 

 of semicolons and comments in the query. 



International Journal of Advanced Research and Development 

 

430 

Protection and 
Communication 

Abstractions for Web 

Browsers in Mashup 
OS. 

Browser, Web, same-origin 

policy, protection, 

communications, security, 

multi-principal OS, abstractions. 

Strike stability within simple-of-use and 

security. 

Match every common trust levels 

In the huge amount of data the time consuming to match the all 

levels. 

A Permission System 
for Secure AOP. 

Language-based security, 

aspect-oriented programming, 
permission system, execution 

history. 

The initial aims of AOPS are to control and 

minimize the harm that advices of not trusted 
aspects can cause at run time by enforcing 

policies on these aspects. 

To address these issues, we present an approach of runtime 
policy enforcement, based on execution history. 

 

4. Research Gap  

In above sections, we studied the most recent techniques for 

“Study about various latest attacks and vulnerabilities to the 

web application and implementation of major concerns using 

new paradigm”. 

1. Strike a balance within simple-of-use and security: the 

content that a model is assures or not secure and there 

should be no middle ground. These are may be correct for 

scheme a security model similarly an authentication, but 

this not correct then scheme abstraction for programmers. 

2. Match all common believe levels: The all user required 

understand the all the general believe phase among the 

web content and incorporates and objectives to supplies 

abstraction compare the phase of trust. Else, web 

developer are challenging trade-offs between trust phase, 

and trusting and waive security and falling services. 

 

5. Conclusion and Future Work 

Web technologies necessary to emerge in a way that enables 

software to be produces by dynamically integrating the best 

possibility parts from entire the world S/W as a “social 

mashup” But the main hurdle is modularity and security which 

has been addressed by new programming paradigm shift i.e. 

Aspect oriented programming. 

Even though the AOP has been previously utilized to 

prosecute security demands, the present state of the art does 

not innovates a full-fledged service to handled, in a modular 

direction the implementation of various types of security 

schemes. Although, the innovation model does not identify the 

dynamic implementation of security demands involving both 

access and usage handled.  The future work may be based 

archiving dynamicity in security scheme implementation 

using aspects in AOP.  
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