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Abstract 

Elliptic curve cryptography (ECC) is an alternative approach for RSA scheme. Compared to its traditional counter parts, ECC 

offers the same level of security using much smaller keys. This result in faster computations and savings in memory, power and 

bandwidth those are especially important in constrained environments. More significantly, the advantage of ECC over its 

competitors increases, as the security needs increase over time. In the present paper we proposed a mutual authentication scheme 

based on ECC and zero knowledge proofs. The required computational time of our scheme is generally similar to other existing 

schemes. 
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1. Introduction 

Recent years have brought a host of cryptographic schemes that make use of zero knowledge proofs on elliptic curves. In the 

world of elliptic curve cryptography [14], the zero knowledge proofs were initially considered by Goldwasser, Micali and Rackoff 
[4]. Zero knowledge protocols are instances of an interactive proof system, where claimant and verifier exchange messages 

(typically depending on random events). On the other hand, the ECC was first developed independently by Victor Miller [15] and 

Neal Koblitz [7] in 1985. Compared to its traditional counter parts, ECC offers the same level of security using much smaller keys. 

This result in faster computations and savings in memory, power and bandwidth those are especially important in constrained 

environments. More significantly, the advantage of ECC over its competitors increases, as the security needs increase over time. 

A lot of work has been done on ECC [2, 3, 5, 7, 9, 12, 13, 14, 15, 16, 20, 22]. Recently, Kumar and Gupta [10] proposed cryptographic schemes 

based on elliptic curves over the ring ][ipZ . Very recently, Kumar et al [11] studied a novel and secure multi party key exchange 

scheme using trilinear pairing map based on elliptic curve cryptography. The National Institute of Standards and Technology 

(NIST) approved ECC for use by the U.S. government [17]. Several standards organizations such as Institute of Electrical and 

Electronics Engineers (IEEE), American National Standards Institute (ANSI), Open Mobile Alliance (OMA) and Internet 

Engineering Task Force (IETF) have ongoing efforts to include ECC as a required or recommended security mechanism. 

The detail study of fundamentals of ECC and its mathematical background can be found in [8, 14]. Some basic concepts of ECC 

that are essential to understand the mathematical descriptions of elliptic curves used in the cryptographic schemes, are described 

in brief, as follows: 

A general equation of an elliptic curve is given by 

 

  exdcxxybyxay 
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where edcba ,,,,  are some fixed real numbers and the variables yx, take the values in the set of real numbers. 

For our purpose, we take the following elliptic curve E  defined over a finite field )( pGF  i.e.  
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where p  is a prime number. If the discriminant )(mod)
2

27
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4( pba  is non zero, then the elliptic curve E  is defined as the set 

of points ),( yx satisfying the equation (1) including the point O  called the zero point or the point at infinity on the elliptic curve 

i.e. For given p , a  and b , E  is defined as  
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The following figure is an elliptic curve satisfying the equation  
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Fig 1: Elliptic curve over 
2
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For all the points  
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we have the following properties  
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The performance of an elliptic curve depends upon the scalar multiplication [5, 20] operation. 

In the case of binary field, an elliptic curve is also given by (1). Here we have 
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The security of ECC depends on the ECDLP (Elliptic Curve Discrete Logarithm Problem) which states that for given two points 

P and Q on elliptic curve, it is relatively very hard (almost impossible) to determine the value of k , such that kPQ  . To avoid 

this problem the elliptic curve must be chosen carefully. In February 2000, FIPS 186-1 was revised by NIST to include the 

ECDSA(Elliptic Curve Digital Signature Algorithm) as specified in ANSI X9.62[1] with further recommendations for the 
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selection of underlying finite fields and elliptic curves, the revised standard is called FIPS 186-2[17]. FIPS 186-2 has 10 

recommended finite fields, 5 for prime fields )( pGF , 521,384,256,224,192p and 5 for binary fields )2( mGF , 

571,409,283,233,163m . Table-1 shows NIST guidelines [18] on choosing computationally equivalent symmetric and 

public key sizes. 

 
Table 1: Equivalent Key Sizes (in bits) 

 

Symmetric ECC RSA / DH / DSA MIPS Yrs to attack Protection Lifetime 

80 160 1024 1012 Untill 2010 

112 224 2048 1024 Untill 2030 

128 256 3072 1028 Beyond 2031 

192 384 7680 1047 Beyond 2031 

256 512 15360 1066 Beyond 2031 

 

2. ECDSA 

First an elliptic curve E  is defined over )( pGF  or )2( mGF  with large group of order n  and a point P of large order is selected 

by communicating parties and made to all users. Then the following key generation primitive is used by each party to generate the 

individual public and private key pairs. Furthermore, for each transaction the signature and verification primitives are used. A brief 

discussion of ECDSA is given below, details of which can be found in [6]. Generally ECDSA involves the three parts: 

 

2.1 ECDSA Key Generation 

The user A  follows three steps 

1. Choose a random integer 1d  such that 22 1  nd . 

2. Calculate PdQ 1 . 

3. 1d and ),,,( QnPE  are the private and public keys of user A , respectively. 

 

2.2 ECDSA Signature Generation  

The user A  signs the message m  using the five steps 

1. Choose a random integer 2d  such that 22 2  nd . 

2. Calculate ),( 112 yxPd   and nxr mod1 . If 0r  then go to step 1. 

3. Calculate nd mod1

2


. 

4. Calculate nrdmHds mod))(( 1

1

2  
. If 0s  then go to step 1. 

5. ),( sr  is the signature for the message m . 

 

2.3 ECDSA Signature Verification 

After receiving the signature ),( sr  of the user A  on the message m , the user B  verifies the signature using the four steps 

1. Calculate nsc mod1  and )(mH .  

2. Calculate ncmHu mod)(1  and ncru mod2  . 

3. Calculate ),( 2221 yxQuPu  and nxv mod2 . 

4. Signature ),( sr  is accepted if rv  . 

After verifying the signature, the user and the server have to create a secret key for the encryption. The advantages and 

disadvantages of ECDSA can be found in [6].  

 

3. Proposed Protocol 

In this section we will propose an authentication protocol which is very helpful for group communication among big companies 

where share holders are very busy and cannot attend all the meetings. Most of the authentication protocols based on ECC, use the 

ECDSA. The reason behind this is that it provides a high level of security. For our proposed protocol we use the zero knowledge 

to authenticate the users. The concept of zero knowledge was first introduced by Goldwasser et al. [4].  

The aim of the zero knowledge is to prove the knowledge of a secret without revealing it. Schnorr’s protocol [21] is one of the 

most popular zero knowledge protocol. Let p  and q  be two primes number such that q  divides )1( p . Let 1g be an 
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element of order q  in pZ (the multiplicative group of integers modulo p ). Also let qG  be the cyclic subgroup of order q  

generated by g . The integers gqp ,,  are known and can be common to a group of users. An identity consists of a private 

/public key pair. The private key w  is a random non-negative integer less than q . The public key is computed as 

pgy w mod . 

The protocol is described as below 

Common Input: ;,,, ygqp A security parameter t . 

Secret Input for a Prover: qZw  such that pgy w mod . 

1) Commitment by Prover: Prover picks qZr , compute pgx modr and send it to the verifier  

Prover  
 rgx

 Verifier 

2)  Challenge from Verifier: Verifier selects a number ]21[ te  and sends it to the prover 

Prover  
e

 Verifier 

3) Response from Prover: Prover computes qewrs mod).(   and sends it to the verifier 

Prover  
 ewrs .

 Verifier 

The verifier checks that pygx e mods  and accepts if and only if equality holds. 

It is well known that Schnorr’s protocol is an honest verifier zero knowledge protocol of knowledge of w , the discrete logarithm 

of y . The details study of the protocol can be found in [21]. 

Schnorr’s protocol based on elliptic curve is described as below 

Let P  be a point on the elliptic curve E  defined over the finite field qF , of order n  (Prover’s secret information key), then 

1. If  is the prover’s secret information then user makes public PZ  .  

2. The prover picks a random number r  and sends rPX   to the verifier. 

3. The verifier picks a random number e  and sends it to the prover. 

4. The prover computes nreY mod)(    and sends it to the verifier. 

5. The reciver receives y  and accepts if XZePy  . 

 

3.1 Assumption for Proposed Protocol 

In order to implement our proposed protocol we have to work based on some assumptions. 

The first assumption is that every user has to be connected to the server to send a message. The second assumption is that the 

public keys are published in a public directory and in a web page for security reasons. The third one is that the server has a key 

pair too. The last and the most important assumption is that the server’s public key is the only key that does not need verification. 

The role of the server is very important because he / she takes all responsibility of the group member’s verification by providing 

to both sender and receiver a random session number known as nonce. 

 

3.2 Authentication between User and Server 

The authentication between user and server need to be executed in real time. It consists of the four steps 

1. U  S : (Sends)s (X ,N1) 

2. S  U : (Sends)U(e ,N1) 

3. U  S : (Sends)s (y) 

4. S  accept or reject. 

In first step, the user sends a request to the server. The request consists of two elements rPX   and 1N . 1N  is a random 

message needed for verification of the server when the server replies. These two elements are concatenated using tags and create 

a stream. This stream is encrypted with the server’s key and then encrypted stream is sent to the server. In the second step, after 

receiving the request, the server decrypts the stream and gets X  and 1N .Then the server sends a random number e and 1N  

encrypted with the user’s keys to the user. In the third step the user receives the stream and verifies that it is send from the server 

because only the server knew the random message 1N . The user encrypts nrey mod)(    using server’s key and sends it 

to the server. In the last step the server decrypts the received stream and gets y . The server accepts the user if the computation 

XeZyP   is true otherwise the server will reject the user. Each user follows the above authentication steps. 

 

3.3 Communication Process among the Group  

Once the verification procedure is completed by the user and the server, the communication can start among the authenticated 

users of the group. All the users use the same key pair ( P  (public key), S  (secret key)) because they all have to know the 

messages sent from any user of the group. This key pair along with the server’s one is used for communication during each 
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session. Two users cannot communicate through this protocol without the knowledge of the others. If one user receives a message 

it can be read by all the others because they all can decrypt it. Further if one user’s key is found by an intruder all the users are 

affected. The security level can be increased by keeping a point P  (private) on elliptic curve E . The public parameters are the 

prime number p  and a , b  defining the elliptic curve ),( baEp  such that bxaxy  32
 with 1),274gcd( 23  pba . 

The RSA algorithm [1] is used to generate the key pair ),( de . 

If A  and B  are two communicating parties then algorithms is described below 

1. A Selects two random numbers AA kn ,  in )( pGF and a point AP  on elliptic curve pE . 

2. B Selects two random numbers BB kn ,  in )( pGF and a point BP  on elliptic curve pE . 

3. A  sends AAA PnX   to B . 

4. B  sends BBB PnX  to A . 

5. A  sends BAA XkY   to B . 

6. B  sends ABB XkY  to A . 

7. A  computes the session key )( BA YYePub  . 

8. B computes the session key )( BA YYePub  . 

9. The private key will be )( BA YYdSec  . 

 

4. Security Analysis of Proposed Protocol 

As we know that security of classic cryptosystem is based on DLP (discrete logarithm problem), while the security of elliptic 

curve cryptosystem is based on ECDLP (elliptic curve discrete logarithm problem). According to ECDLP, for given 

),(, baEPQ p  such that kPQ   it is very difficult to determine the value of k . In our protocol A  sends message 

AAA PnX   to B . Similarly B  sends message BBB PnX  to A . After receiving the message, A  calculates BAA XkY   and 

sends it to B . Likewise B  Calculates ABB XkY   and sends it to A . After that both A  and B  Compute the common session 

key )( BA YYeK  . Under the assumption that it is very difficult (almost impossible) to determine the elliptic curve discrete 

logarithm problem, both parties A  and B believe that only they can calculate the shared session key K  exactly. Further, private 

key is obtained by multiplication of d and )( BA YY  . In the same time the multiplication provides an increased security so that 

the protocol will not suffer from the man-in-the middle attack. One can easily verify that protocol has only two pass key 

agreements. It means no communication overhead will be added. In our protocol session key is computed from the random 

numbers generated by the two communicating parties every time. If the random number generator or algorithm is good enough 

then the probability that the same session keys are generated in two runs of our protocol is neglectable. From this point, it is 

impossible to learn other keys when knowing several session keys. In our protocol, the secret information of both communicating 

parties is bounded with certificate. Therefore, using its secret information or other secret information it gets through certain 

manner, the attacker can’t impersonate other party besides the owners of secrete information.  

 

5. Comparison 

During group communication very sensitive situations arise because all the users have the same keys for one session. If one key is 

compromised all the other users are compromised. To prevent such type of situation we use ECC which provides the required 

security for such type of situations. Although, such type of situation can be prevent by using different keys for each user but this 

approach cannot be follow, because it is more important that all messages can be read by any member of the group. Since all the 

messages have to be known by all the members of the group, therefore authentication is the most important phase because if an 

intruder succeeds to sign in all the information can be compromised. As we know that DSA includes many operations and takes 

much more times for messages authentication therefore we did not use this approach in our protocol. For authentication we use 

secret knowledge which takes three times fewer steps and provides at least the same level of security. Furthermore to increase the 

security level of encryption, we use the Schnorr’s protocol. Our protocol can be implemented without using ECC. In that case, 

RSA [19] method will be used for encryption while classical Schnorr’s protocol will be used for authentication. Without using 

ECC, the keys used for encrypting and decrypting the messages, must be comparatively larger to obtain the same level of 

security. Thus, using ECC our proposed protocol prevents high complexity and it is more secure and efficient for group 

communication.  

 

6. Conclusions  

The proposed protocol provides a methodology for obtaining high-speed, efficient and scalable implementations of authentication 

protocols. It also provides the highest strength per bit of any crypto system resulting in faster computations, lower power 

consumption and money. Also it is resistant against man-in-the middle attack. The use of ECC will decrease the storage 

requirements for the execution of the protocol. The use of ECC with compression techniques will further reduce the storage 
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requirements and it is highly recommended for the future developments with regard to the network security protocols. The 

proposed protocol is a step in this direction.  
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